
 
 
 
 
 
 
 

The Party receiving the Software from Company 
as agreed in the applicable Order Form 

(“Customer” or “Data Controller”) 

Either (i) Freedom Solutions Group, 
L.L.C., an Illinois limited liability company, 
if the Customer entering into this DPA is in 
North America, or (ii) Workshare Limited, 
if the Customer entering into this DPA 
outside North America and APAC, or (iii) 
DocsCorp Pty. Ltd. if Customer entering 
into this DPA is located in APAC 
("Company" or “Data Processor”) 
APAC means Asia Pacific Region, which 
includes all countries bordering the Pacific 
Ocean on the side of Asia, including 
Australia and New Zealand. 

Data Processing Addendum 

Data Processing Addendum (“DPA") including its schedules and annexes, is entered into between: 
 
 

By and between: 

 
Data Processor and Data Controller(s) hereinafter each a Party and together the Parties. 

 
 

This Addendum in connection with that certain agreement between Parties relating to the provision by 
Company of the subscription to Company's Software (together with any and all statements of work, 
Order Forms, exhibits, amendments and ancillary documentation, the "Principal Agreement"), which 
in all other respects shall remain in full force and effect. 

In the course of providing the Software defined in the Principal Agreement, Data Processor may process 
Personal Data (as defined below) on behalf of Data Controller and its affiliates, and Data Processor 
agrees to comply with the following provisions with respect to any Personal Data. 

 
 

In consideration of the matters described above, the Data Processor and the Data Controller agree 
as follows: 

1. DEFINITIONS 

1.1.1. “Account Representative” means the employee of the Data Processor 
designated as a point of contact for the Data Controller. 

1.1.2. “Applicable Privacy Law” means all laws, statues, regulations, ordinances, 
codes, rules, guidance, orders or any other legal entitlement issued by any 
governmental body governing the collection, use, transfer, and disclosure of 
Personal Data in which the Data Controller operates or collects Personal Data from 
as set out in Schedule D. 

1.1.3. “Applicable Law” means all laws, statues, regulations, ordinances, codes, rules, 
guidance, orders or any other legal entitlement issued by any governmental body 
governing the Data Processor that is of general application to entities operating 
within the jurisdictions that Data Processor operates or as identified in the Principal 
Agreement made pursuant to it. 



1.1.4. “Affiliated Companies” means any legal entities controlling, controlled by or under 
common control with Data Controller. 

1.1.5. “Data Controller” means the party that has authority over the processing of 
personal information, determining the purpose for its use and the manner that it is 
processed. 

1.1.6. “Data Processor” means the party that processes Personal Data on behalf of, and 
under the instruction of, the Data Controller. 

1.1.7. “Data Protection Authority” means the official body that ensures compliance of 
the Applicable Privacy Law within its applicable jurisdiction. 

1.1.8. “Data Subject” means the directly or indirectly identified or identifiable person to 
whom the Personal Data relates. 

1.1.9. “Privacy Representative “means the Chief Privacy Officer or Data Protection 
Officer in Section 12 of this DPA. 

1.1.10. “Data Breach” means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorized disclosure of, or access to Personal Data 
transmitted, stored or otherwise processed, excluding Personal Data which is 
encrypted or tokenized, for which the password, token, security key or device to 
decrypt such Personal Data has not been the subject of any loss or disclosure. 

1.1.11. “European Economic Area” and “EEA” mean the Member States of the European 
Union plus Norway, Iceland and Liechtenstein. 

1.1.12. “General Data Protection Regulation” and “GDPR” means the Regulation 
2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on 
the free movement of such data and repealing the Directive and any equivalent 
legislation enacted in the United Kingdom 

1.1.13. “Personal Data” means any information regulated by Applicable Privacy Law 
provided by the Data Controller, including information concerning an identified or 
identifiable individual, such as, name, address, age, gender, income, family status, 
health records, etc., excluding any data which is encrypted in Data Processor’s 
systems, and for which Data Processor (or its sub-processors) do not have the 
ability to access, nor hold any password, key, device or other means to decrypt or 
access. 

1.1.14. “Schedule” means the schedules to the DPA. 

1.1.15. “Software” means the Software provided by the Data Processor to the Data 
Controller pursuant to the Principal Agreement. 

1.1.16. “Sub-processor” means third-party Data Processor engaged by Data Processor 
who has or potentially will have access to, or processes Personal Data. 

1.1.17. “EU Standard Contractual Clauses” means the standard contractual clauses for 
the transfer of personal data to processors established in third countries under 
Directive 95/46/EC of the European Parliament and of the Council (as annexed to 
European Commission Decision 2010/87/EU), as such standard contractual 
clauses may be revised or replaced by the European Commission. 

 
 

2. PURPOSE(S) OF THE PROCESSING OF PERSONAL INFORMATION 

2.1. The purpose(s) of the processing under the DPA and the Principal Agreement are 
specified in Schedule A, which shall comply with the GDPR and the Applicable Privacy 
Law. 

2.2. As established in Article 28 (3) GDPR, the Data Processor shall process the Personal 
Data only on documented instructions from the Data Controller and for no other purpose 
other than the purpose(s) defined in Schedule A. 



2.3. Each Party consents to the other Party using the names, phone numbers, business 
addresses, and e-mail addresses of its employees (“Business Contact Information”) 
for contract management, payment processing, service offerings and such other 
purposes as set out in the using Party’s privacy notice (copies of which shall be made 
available upon request), subject to compliance with applicable laws. For such purposes, 
and notwithstanding anything else set forth in this DPA, or Principal Agreement, with 
respect to Personal Data in general, each Party shall be considered a data controller 
with respect to the other Party’s Business Contact Information and shall be entitled to 
transfer such information to any country where such Party’s organization operates. 
Each Party warrants that it has authority to consent to the use of the Business Contact 
Information by the other Party. 

 
 

3. INSTRUCTIONS 

3.1. The Data Controller represents and warrants it has full authority to issue binding 
instructions and/or guidance to the Data Processor regarding the nature, scope and 
procedure of the data processing. Instructions must be granted in a documented form 
(i.e. in writing, including via e-mail). 

3.2. The Data Controller hereby instructs and authorizes Data Processor to process the 
Personal Data provided to, or otherwise obtained by, Data Processor under the 
Principal Agreement , for the sole and exclusive purpose of performing Data 
Processor’s obligations under the Principal Agreement . 

3.3. The Data Controller recognizes the principal purpose for the Software under the 
Principal Agreement is not the storage or processing of Personal Data, but are intended 
to support legal contractual analysis by Data Controller. Data Controller acknowledges 
further that due to the nature of the Software provided, that the Data Processor and its 
sub-processors may not be aware of whether Personal Data has in fact been stored in 
its systems, and do not regularly access any Personal Data that may be resident on 
Data Processor’s systems. Furthermore, Data Processor itself has procedures to 
ensure that though programmatically the Data Processors’ Software can access 
Personal Data stored within the Software, that such access is limited to key individuals 
and is not available to Data Processor’s staff, employees and contractors generally. 

3.4. The Data Processor shall inform the Data Controller if, in its opinion, an instruction 
infringes the GDPR or the Applicable Privacy Law. The processing of the Personal Data 
required in said instruction shall be delayed. 

3.5. If the Data Processor is required to disclose personal data to a law enforcement agency 
or pursuant to an order of a court or tribunal of competent jurisdiction, it shall inform the 
Data Controller of that legal requirement before disclosing the Personal Data, unless 
applicable law prohibits such information on important grounds of public interest, or to 
support its legitimate interests in complying with laws of general application on the part 
of the Data Processor. 

3.6. The Data Processor may transfer Personal Data from EEA countries to any other 
countries with respect to which the European Commission has issued an adequacy 
decision. In the event that the Data Processor transfers to other jurisdictions, including 
with respect to Sub-processors (as set out in Appendix C), or an adequacy decision is 
altered or annulled, the Data Processor shall enter into the current form of Standard 
Contractual Clauses, as approved by the European Commission, with the Data 
Controller, and/or any relevant Sub-processors. 

 
 

4. DATA CONTROLLER OBLIGATIONS 

The Data Controller shall, working in cooperation with the Data Processor: 

4.1. Apply data minimization principles in the collection, use or storage of such Personal 
Data in Data Controller’s use of the Software provided under the Order Form, that are 
actually required to utilize the required Software, acknowledging that Data Processor’s 



Software and the data collection done through these Software may be undertaken with 
a minimal set of Personal Data elements; 

4.2. Utilize secure methods for the transmission and sharing of Personal Data with Data 
Processor, appropriate to its sensitivity; 

4.3. Maintain and keep secure passwords and tokens utilized to access the Software of the 
Data Processor; and, 

4.4. Manage, using the portal and tools provided by the Data Processor, its own retention 
of data, including secure disposal or deletion of such Personal Data. 

Data Controller represents and warrants that the Personal Data is being processed lawfully in 
accordance with and pursuant to the laws or laws and regulations applicable in which the Personal 
Data is derived, or to which Data Controller is subject. 

 
 

5. DATA PROCESSOR OBLIGATIONS 

The Data Processor shall: 

5.1. Take all security measures required pursuant Article 32 of the GDPR. Technical and 
operational security measures are set out in Schedule B. 

5.2. Provide, with no additional cost, all the necessary information to demonstrate 
compliance under the GDPR and any other Applicable Privacy Law. 

5.3. Notify the Data Controller of any change in laws applicable to the Data Processor that 
would prevent either of the Parties from performing their obligations under this DPA in 
compliance with the law or that would require modifications or further actions. 

5.4. Ensure that Personal Data is only being collected, used and processed as required in 
Schedule A and on documented instructions from the Data Controller. In case the Data 
Processor becomes aware that it has received additional information that is not needed 
to provide the Software, it must inform the Data Controller within five (5) business days, 
and stop the processing of the additional Personal Data. 

5.5. Abstain from making duplicates of Personal Data unless required specifically by the 
Data Controller or by law, and except as required to comply with business continuity 
and disaster recovery policies of the Data Processor. 

5.6. Not disclose the Personal Data to third parties unless specifically permitted by the 
Principal Agreement , the DPA, the Data Controller’s written instructions, or required 
by Applicable Law. 

5.7. Guarantee that all personnel with access to the Personal Data are legally bound by 
confidentiality obligations during and after the termination of the DPA, including after 
the termination of their employment. 

5.8. Train Data Processor’s employees involved in the processing of the Personal Data to 
comply with the Applicable Privacy Law and with the requirements established in this 
DPA. 

5.9. Provide access to Data Processor’s employees on a need-to-know basis only, and 
make sure that the employees are aware and compliant with the Principal Agreement , 
the DPA, Data Controller written instructions and the Applicable Privacy Law. 

5.10. Forward without undue delay any request sent to the Data Processor directly from a 
Data Subject regarding their Personal Data to the Data Controller. 

5.11. Assist the Data Controller, insofar as this is possible, to respond to any Data Subject’s 
request exercising their rights in accordance with Chapter III of the GDPR or other 
Applicable Privacy Law. 

5.12. Designate an Account Representative as a contact for the Data Controller for routine 
and operational matters pursuant to this Principal Agreement , and a Privacy 
Representative, as required by Applicable Privacy Law and set out in section 12. 



 

6. SUB-PROCESSORS 

6.1. The Data Processor shall require written approval from the Data Controller to contract 
with Sub-processors to handle the Personal Data. 

6.2. A list of approved Sub-processors is included in Schedule C; the Data Controller 
consents to the use of the Sub-processors set out in Schedule C. 

6.3. The obligations and specifications included in the DPA will apply to the Sub-processor 
when handling the Personal Data. This shall be explicitly agreed upon in a written 
agreement with the Sub-processor. 

6.4. The Data Processor will annually assess and validate each Sub-processor’s capacity 
to comply with the obligations of the DPA. 

6.5. If the Sub-processor fails to comply with the DPA, the Applicable Privacy Law or any 
other applicable national and/or local legislation, the Data Processor shall remain fully 
liable to the Data Controller. 

6.6. The Data Controller has the right to object to any new Sub-processor, on the grounds 
that the Sub-processor is non-compliant with GDPR or other applicable privacy law. 
The objection shall be made by written communication within thirty (30) business days 
after receipt of notice of a new Sub-processor. If the Data Controller is not satisfied, on 
reasonable grounds, with the replacement, the Data Controller may elect to terminate 
the contract on 30 business days’ notice. 

6.7. The Data Controller has the right to ask the Data Processor to replace the Sub- 
processor for cause, which means that the Sub-processor is non-compliant with GDPR 
or other applicable privacy law, or has otherwise violated the terms of its agreement 
with the Data Processor or related data transfer agreements. If there is cause and the 
Data Processor cannot remedy the issue, replace Sub-processor or assume the 
obligations of the Sub-processor, the Data Controller has the right to terminate the DPA 
for cause. 

 
 

7. RIGHTS OF DATA SUBJECTS 

7.1. The Data Processor shall assist the Data Controller in fulfilling its obligations under 
Articles 12 (1) and (3) of the GDPR in order to facilitate the exercise of Data Subject 
rights under Articles 15 and 22 of the GDPR, or other equivalent individual rights 
available under other privacy laws. 

 
 

8. RESPONDING TO DATA SUBJECT REQUESTS 

8.1. The Data Processor shall transfer to the Data Controller any request received from the 
Data Subjects within ten (10) business days, unless a shorter period is prescribed by 
law, and will inform the Data Subjects that they can direct their requests directly to the 
Data Controller. Data Processor will only handle the requests according to the Data 
Controller instructions; however, Data Processor shall only be obliged to respond to 
requests relating to the processing that the Data Processor is responsible for under its 
agreement with the Data Controller. 

 
 

9. NOTIFIABLE DATA BREACHES 

9.1. The Data Processor shall notify the Data Controller without undue delay within 72 hours 
of becoming aware of a Data Breach. The notification shall include: 

9.1.1. Description of the Data Breach, including, if possible, the categories of data 
and records concerned, the category and number of Data Subjects affected; 

9.1.2. Likely consequences of the Data Breach; 



9.1.3. Measures taken or proposed to address and/or mitigate the effects of the Data 
Breach; 

9.1.4. Name and contact of the Privacy Representative, or any contact point where 
further information can be reached. 

9.2. The Privacy Representatives from both Parties shall cooperate to comply with the 
obligation to notify the Data Protection Authorities and Data Subjects under Articles 33 
and 34 of the GDPR, or other Applicable Privacy Legislation. 

9.3. The Data Processor shall, with undue delay, take all urgent measures and cooperate 
with the Data Controller’s breach response protocol to contain the Data Breach and 
protect the Personal Data. 

9.4. Parties need the previous approval of the other Party to include and identify them in the 
breach notifications. Parties should not delay or withhold the approval without 
reasonable cause. 

 
 

10. COOPERATION 

10.1. Upon request, the Data Processor shall assist the Data Controller to comply with its 
obligations under the GDPR when related to the processing of the Personal Data, 
including but not limited to: 

10.1.1. Data Breaches; 

10.1.2. Data Protection Impact Assessments; 

10.1.3. Consultations with the Data Protection Authority; 

10.1.4. Enquiries, complaints, audits, or claims from any court, government official, 
Data Protection Authority, third parties or individuals (including but not limited 
to the Data Subjects). 

10.2. The Data Processor shall make available to the Data Controller all information 
necessary to comply with its obligations under the DPA and the Applicable Privacy Law. 

10.3. The Data Processor shall notify the Data Controller of any requirements from an official 
authority within two (2) business days hours of receiving said enquiry, subject to 
section 3.5. 

 
 

11. AUDIT RIGHTS 

11.1. The Data Processor shall make available to the Data Controller, documentation 
regarding the compliance of the DPA and Applicable Privacy Law. Such documentation 
can be a current attestation, reports or expert reports from independent bodies 
(auditors, DPO, accountant), certifications from an IT security or data protection audit, 
or a certification approved by the Data Protection Authority. 

11.2. Upon previous notice and no more than once a year, the Data Controller has the right 
to conduct an audit, at Data Controller’s sole cost and expense, to verify the Data 
Processor’s compliance with the DPA. 

11.2.1. The Data Controller can do more than one (1) yearly audit in case of a Data 
Breach or a security incident affecting the Data Controller’s data. 

11.2.2. The Data Controller shall schedule the audit with the Data Processor at least 
four (4) weeks in advance. 

11.2.3. Both Parties shall agree upon the scope, the timing, and the duration of the 
audit. Such audit will be conducted within Data Processor’s ordinary business 
hours without disruption to Data Processor’s business operations and with Data 
Processor’s direct supervision. Where any agents and/or auditors are involved, 
such individuals will be subject to confidentiality covenants no less restrictive 
than the terms of this DPA. 



11.2.4. At the expense of Data Controller. 

11.2.5. The Data Controller shall notify the Data Processor of information regarding 
any non-compliance discovered during an audit. 

11.3. The audit may be carried out by the Data Controller directly or by a third-party auditor 
appointed by the Data Controller. 

11.4. In the event that the Data Processor has obtained a certification recognized under 
GDPR, or can provide a current attestation pursuant to an internationally-recognized 
standard (such as SOC II, ISO or NIST) from an independent auditor, the audit right set 
out in 11.2 shall be deemed to have been satisfied, however Data Controller retains the 
ability to conduct an audit in the event of a Data Breach. 

 
 

12. TERM AND TERMINATION FOR CAUSE 

12.1. This DPA shall continue for so long as the Personal Data is processed by the Data 
Processor or any Sub-processor pursuant to the Principal Agreement . 

12.2.  Data Controller has the right to terminate the DPA for cause if the Data Processor 
infringes in a substantial manner the following provisions: 

▪ Section 3 — Instructions; 

▪ Section 5 — Data Processor Obligations; 

▪ Section 6 — Sub-processors; 

▪ Section 9 — Notifiable Data Breaches; 

▪ Section 10 — Cooperation; 

▪ Section 11 — Audit Rights. 

12.3. Statutory rights to terminate for cause shall remain unaffected. 
 

13. RETURN AND DELETION OF THE PERSONAL INFORMATION 

13.1. The Data Processor shall return or irrevocably delete or remove the Personal Data 
upon termination of the DPA as further set out in the Principal Agreement , unless 
storage of the Personal Data is required by law. 

13.2. Upon request, the Data Processor shall provide confirmation of the deletion, removal 
or return of the Personal Data. The Data Controller has the ability to delete and remove 
documents containing Personal Data through the tools provided by the Data Processor. 

 
 

14. GEOGRAPHIC SCOPE 

14.1. The processing of the Personal Data shall take place in the hosting jurisdiction selected 
by the Data Controller as set out in the Principal Agreement and shall include Canada, 
the United Kingdom, and the United States of America. 

14.2. The Data Processor shall acquire the written approval of the Data Controller if it intends 
to process or transfer the Personal Data to other locations during the term of the DPA. 
For greater certainty, the Data Controller approves the transfer of the Personal Data 
from the jurisdictions in which it operates, as set out in the Principal Agreement made 
pursuant to it, to the jurisdictions set out in 17.1 above. 

14.3. If the Data Processor obtains such written approval of the Data Controller to transfer 
Personal Data to a country outside the EEA, or a country which has not been deemed 
by the European Commission to have an adequate level of data protection, Data 
Processor shall, as a condition to carrying out such transfer, ensure that the recipient 
of such Personal Data has executed the then current EU Standard Contractual Clauses 
appropriate to the transfer, or that the recipient has otherwise established under 



relevant provisions of the GDPR, other recognized and legitimate means to permit such 
transfer under GDPR. 

14.4. In the event that non-EEA jurisdictions require an agreement to ensure the legal 
transfer of data pursuant to the Principal Agreement or this DPA, then the Parties agree 
to enter into an appropriate agreement or addendum to ensure compliance, in the event 
this DPA is not sufficient by itself. 

 
 

15. JURISDICTION 

15.1. This DPA will be governed by the governing law set out in the Principal Agreement. 
 

16. NOTICES 

16.1. Any notice between the Parties shall be in writing to the addresses as set forth in the 
Principal Agreement: 

 
 

17. ENFORCEABILITY 

17.1. Should any provision of this DPA be or become, either in whole or in part, void, 
ineffective or unenforceable, then the validity, effectiveness and enforceability of the 
other provisions of this DPA shall remain unaffected thereby. 

17.2. Any such invalid, ineffective or unenforceable provision shall, to the extent permitted 
by law, be deemed replaced by such valid, effective and enforceable provision as most 
closely reflects the economic intent and purpose of the invalid, ineffective or 
unenforceable provision regarding its subject-matter, scale, time, place and scope of 
application. 

17.3. The aforesaid rule shall apply mutatis mutandis to fill any gap that may be found to exist 
in this DPA. 

 
 

18. ENTIRE AGREEMENT 

18.1. The Parties explicitly declare that this DPA and the documents referred to herein 
constitute the entire agreement between the Parties and supersedes any prior draft, 
agreements, undertakings, understandings, conditions and arrangements, 
notwithstanding any conflicting order of precedence, of any nature between the Parties, 
whether or not in writing, in relation to the subject-matter of this DPA. 
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Schedule A 

Purpose of Data Processing, Data Categories and Data Subjects 
 
 

The extent, type and purpose of the Processing is as follows: 

● Data Processor will collect limited Personal Data as needed to support the Data Controller’s 
use of its Software. 

 
 

This excludes data processed by Data Processor pursuant to section 2.3. 
 

Description Details 

Subject matter of the 
processing 

Data Processor is a provider of a contract review platform. Data Controller has 
purchased a subscription for the Data Processor’s Software pursuant to the 
terms set out in the Principal Agreement for Software between the Data 
Controller and the Data Processor, in accordance with which Personal Data may 
be hosted by the Data Processor (including via its Sub-processor). 

Type of Personal Data Any Data Subjects who may be incidentally referenced in the documents 
uploaded by Data Controller into the Software provided by Data Processor, 
which may include: employees, agents and subcontractors of the Data Controller 
clients and their employees, agents, and subcontractors including those of other 
third parties whom the Data Controller clients have a business interest in or 
business relationship with. 

Categories of Data Subject Personal Data, including financial data or data relating to legal relations, may be 
contained in documents uploaded by Data Controller (or the data exporter) into 
the Software which relate to the Data Controller’s clients and/or their customers, 
employees and other persons the clients have a business interest in or business 
relationship with. 

Nature and purposes of the 
processing 

Personal Data will be processed within the Data Processor’s Software once 
uploaded by Data Controller (or the data exporter). In addition, as part of 
providing technical helpdesk support, the Data Processor) may access Personal 
Data through remote screenshare, email and telephone with Data Controller's 
(or the Data Processor’s) employees, agents and subcontractors. 

Duration of the processing The term of this DPA, or subject to deletion by Data Controller as required. 

Location of Processing Region as selected by Data Controller. 

Plan for return and 
destruction of the data once 
the processing is complete 

Personal Data will, on thirty (30) days prior notice to Data Controller and subject 
to any alternative instructions given by Data Controller and agreed to by Data 
Processor, be deleted upon the conclusion of the DPA. Data Controller is able 
to delete Personal Data at the conclusion of any project. 



Schedule B 

Technical, Administrative and Operational Security Measures 
 
 

Control Control Mechanism Details 

Design control Data minimization ● Data Controller is able to select documents for analysis 

● Usage data and analytics are minimal, and is aggregated (e.g. 
trends), data is collected 

Disclosure 
Control 

Encryption at Rest 

Encryption in Transit 

● Data stored within Data Processor’s application is encrypted 

● All transmissions through application with Data Controller or 
through reporting dashboard are encrypted. 

● Access to data is restricted 

Monitoring Logging ● Numerous logging/audit reporting systems exist to validate direct 
and indirect access to data, which includes OS-level access 
logging, real-time monitoring 

● Measures for subsequent checking whether data have been 
entered, changed or removed (deleted), and by whom: 

o access to data is restricted and logged 

Limit on sharing Controller Access 
Controls 

Segregation Control 

● Specified contacts within Data Controller are the only ones able 
to access or create projects within Data Processor’s systems 

● Client data is logically partitioned into separate databases, with 
distinct management accounts to independently manage 
authorization/access rights, and disallow any non-desired 
propagation of data/configurations across client instances 

Limit on access Processor Access 
Controls 

Acceptable Use Policy 

● Support staff ability to access data is limited 

● Full logging of all access. 

● Acceptable Use Policy 

● Data Classification and Handling Standards 

Limit on 
retention 

Retention Policy ● Retention is limited to period of time required by Data Processor 
to comply with legal obligations or business purpose of 
agreement, and only for data that is required to be collected. 

● Data Controller has the ability to delete data through the 
Software provided by the Data Processor at any time. 

Accountability Code of Conduct 

Data Flow 

Sub-processor 
Contracts 

Standard Contractual 
Clauses 

● Code of Conduct requires employees to comply with Data 
Processor security and privacy policies and procedures 

● Data flow is documented and updated as changes are made to 
application 

● Contracts in place with sub-processors providing limits on use 
and access to data 

● Standard Contractual Clauses used where appropriate 



Availability Business Continuity ● Backup procedures 

● Mirroring of hard disks 

● Uninterruptible power supply (UPS) 

● Remote storage 

● Anti-virus/firewall systems 

● Disaster recovery plan 

Access Control 
to Premises & 
Facilities 

Security and 
surveillance systems 

● Access Control is managed by AWS 

● AWS provides numerous certifications and assessments to 
support effectiveness of controls 

Access Control 
to Systems 

Technical and 
organizational user 
controls 

● Access control to hosting facilities is managed by Data 
Processor’s sub-processor, AWS, compliant with SOC 
procedures for control and audit. 

● No Personal Data is stored at office facilities or on systems 
hosted on premises 

● Password procedures (incl. special characters, minimum length, 
change of password) 

● Automatic blocking (e.g. password or timeout) 

● Encryption of data media 

Access control 
to data 

Requirements-driven 
definition of the 
authorization scheme 
and access rights, and 
monitoring and logging 
of accesses 

● Differentiated access rights (profiles, roles, transactions and 
objects) 

o Reports Access 
o Change 
o Deletion 

● Data changes and associated access requests are logged. 



Schedule C 

Approved Sub-processors 

 
 
AWS (Amazon Web Software) – For storage and web service provisioning. Jurisdiction is chosen by Customer. 
 
Microsoft O365 – Email configuration. Hosted in USA 
 
Salesforce - Globally recognized CRM used to track and manage customer support requests hosted in the 
United States. 
 
Y Meadows - AI-based application that will integrate with Salesforce to determine the intent of the text-based 
emails (cases being opened by customers) and then direct the cases to the correct queue/support subgroup. 
This is executed by a series of APIs and web-based automations. Hosted in the United States. 
 
Office 365 - Provides corporate email and collaboration resources. This system will process general business to 
business correspondence. This system will process incoming email customer support requests as part of the 
communication chain to Salesforce. Hosted in the United States. 
 
Mimecast - industry recognized mail filter and spam prevention tool. All mail sent and received by Litera’s O365 
environment is processed through this system. This system will process incoming email customer support 
requests as part of the communication chain to Salesforce. Hosted in the United States.



Schedule D 

Jurisdictions of Origin 

 
(to be completed as required) 
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